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Motivation
» Growing public concerns & regulatory efforts towards privacy issues

Annual number of data breaches and exposed records in the United States from 2005
t0 2020 (in millions)
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== Data breaches = Million records exposed
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Motivation

» Growing public concerns & regulatory efforts towards privacy issues

GDPR - EU PIPL - China
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CCPA -US SEC Proposes

Mandatory Cybersecurity Disclosure
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Motivation
» Growing public concerns & regulatory efforts towards privacy issues
» However, scarce empirical evidence on the supply and demand for privacy

» Supply: how much data (privacy) do firms collect (offer)?

» Lack of consistent measures of firms’ data collection
» What data are collected, and for what purpose?

» Demand: is there a demand for privacy and impact on firm valuation?

» Privacy paradox: what users say # what users do
» Help understand the value of data for firms in the digital era
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This Paper: Mobile App Markets

» Mobile apps are taking up an increasing amount of Internet usage time

» Smartphones account for 70% of the total digital media time (Comscore)
» Apps account for 88% of mobile usage time (eMarketer)
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This Paper: Mobile App Markets

» Mobile apps are taking up an increasing amount of Internet usage time
» Smartphones account for 70% of the total digital media time (Comscore)
» Apps account for 88% of mobile usage time (eMarketer)

» Introduction of Apple Store’s privacy labels

» Dec 14, 2020: require app developers to disclose data collection
» Visible and digestible, resembles food nutrition labels
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This Paper: Mobile App Markets

» Supply: scrape privacy labels of most popular apps in 10 countries

» Amount of data collected, intrusiveness of data uses
» Consistent formatting allows for cross-country, app/category /firm comparisons

» Demand: download and revenue responses to Apple’s policy

» Causal evidence from Diff-in-Diff: Android apps as control
» Event study: stock market reactions and firm earnings
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Preview of Findings

» Supply of privacy based on privacy labels
» 80% of the data collected for purposes unrelated to app functionality
» Top data collectors: public firms, larger market shares, better ratings
» Advertising and marketing: Games, news, shopping, entertainment apps
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Preview of Findings

» Supply of privacy based on privacy labels
» 80% of the data collected for purposes unrelated to app functionality
» Top data collectors: public firms, larger market shares, better ratings
» Advertising and marketing: Games, news, shopping, entertainment apps

» Consumers react negatively to disclosure of data collection practices
» 10S apps experience a 14-15% drop in weekly downloads/revenues, relative to Android
» Stronger effect for more privacy-invasive and substitutable apps
» Consumers in the US, UK, and France respond more negatively
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Preview of Findings

» Supply of privacy based on privacy labels

» 80% of the data collected for purposes unrelated to app functionality
» Top data collectors: public firms, larger market shares, better ratings
» Advertising and marketing: Games, news, shopping, entertainment apps

» Consumers react negatively to disclosure of data collection practices

» 10S apps experience a 14-15% drop in weekly downloads/revenues, relative to Android
» Stronger effect for more privacy-invasive and substitutable apps
» Consumers in the US, UK, and France respond more negatively

» Adverse stock market reactions

» -5% to -10% cumulative abnormal returns in 6 months
> Driven by firms that harvest more data; Corroborated by decline in earnings
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Laboratory, Sample, and Measurement
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App Privacy: Facebook as an example

More gy NP
toge:ther. z
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demand for privacy
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» Data Used to Track You (or your device)
and shared across different apps, ad
networks, and data brokers

» Data Linked to You (and your real
identity) that is collected by the app and
company but not shared

» Data not Linked to You that the
company generally aggregates into larger
statistics
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App Privacy: Facebook as an example
Front page

App Privacy See Details

The developer, Facebook, Inc., indicated that the app’s privacy practices may include handling of data as described below. For more information, see the
developer's privacy policy.

Layer 1: Data Category @
Data Used to Track You Data Linked to You
The following data may be used to track you across apps and websites The following data may be collected and linked to your identity:
owned by other companies:
o Health & Fitness - Purchases
@ contact Info B8 (dentifiers —_—
o Financial Info 4 Location
° Other Data
6 Contact Info @ Contacts
| @ User Content e Search History
_ o Browsing History B8 Identifiers
ol Usage Data © Sensitive Info
Q Diagnostics Q Other Data

Privacy practices may vary, for example, based on the features you use or your age. Learn More
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App Privacy: Facebook as an example
Click “See Details”: full information

App Privacy

The developer, Facebook, Inc., indicated that the app's privacy practices may include
handling of data as described below. This information has not been verified by Apple. For
more information, see the developer's privacy policy.

To help you better understand the developer's responses, see Privacy Definitions and
Examples.

Privacy practices may vary, for example, based on the features you use or your age.
Learn More

o7
(]
Data Used to Track You Layer 1: Data Category

The following data may be used to track you across apps and websites owned by other
companies:

Physical Address
Email Address
Name Layer 4: Data ltem
Phone Number

BB (dentifiers
User ID
Device ID

@ Other Data
Other Data Types

supply of privacy

®

Data Linked to You Layer

the following purposes:

Third-Party Advertising Layer 2: Purpose

@ rPurchases
Purchase History

8 Financial Info
Other Financial Info

(4 Locaion|— | LayerSiBatatype |

Precise Location
Coarse Location Layer 4: Data Item

@ contactInfo
Physical Address
Email Address
Name
Phone Number
Other User Contact Info

@ Contacts
Contacts

B User Content
Photos or Videos
Gameplay Content
Other User Content

@ search History
Search History

Data Category

The following data, which may be collected and linked to your identity, may be used for

demand for privacy
000000000000 000
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Structure of Privacy Labels

1. Data Category: 3

» Data used to track you
» Data linked to you
» Data not linked to you
» Data not collected

2. Purpose: 6
» App functionality
» 3-party advertising
» Developers’ ad and mkt
» Product personalisation
» Analytics
» Other purposes

3. Data Type: 14

4. Data Item: 34

supply of privacy
00000000
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Summary Statistics: Data Collection

min mean pdO sd max count
Data Collection Intensity
1(Data used to track you) 0 0.6 1 0 1 9,728
# Data Types Collected 0 142 12 11 80 9,728
# Data Items Collected 0 21.5 17 18 167 9,728
By Purpose: # Data Items Collected
Third-party Advertising 0 1.4 0 3 24 9,728
Product Personalization 0 1.7 0 3 25 9,728
Developer’s Advertising or Marketing 0 1.7 0 3 24 9,728
Analytics 0 3.2 1 4 30 9,728
Other Purposes 0 0.5 0 2 28 9,728
App Functionality 0 4.0 2 5 32 9,728

» Sample: Top 10,000 apps that generated >90% of store-wide downloads

» 60% of apps collect data used to track you

» Large variations across apps, especially within the same purpose

demand for privacy
00000000000 0000
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Heterogeneity across app category
Layer 3: Data Types Collected

Games —
‘Shopping =
Social Networking —
News —

Travel —

Sports —

Books —
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Education — I .

T T T
0 2000 4000 6000
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» High ranked apps collect more information
» Large within-category variation
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demand for privacy
000000000000 000
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Heterogeneity across app category
Layer 3: Data Types Collected

Utiities SSRGS 2 Third-party Advertising
Reference e = hd Developer’s Advertising or Marketing
Photo & Video 318 = = Analytics
Productivity ‘543—‘_—':_ ] 7 Product Personalization
Education =SS eSS < = Other P
Veather S Tm o — — ;:Fu:;‘i’;’::;y
Music 313 2T S
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Business | 8 '8 T S
Medical 3 ['2 2 I
Books S
Lifestyle |8 = S I
Games (R I
Health & Fitness | 3 = 13 Mo g
Sports BB a——— B
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Shopping b 2
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» 3rd party ad: Games, News, Entertainment, and Shopping
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What determines data collection intensity?

supply of privacy

0O0000000e

1(Data used to track you)

# Data Types Collected

# Data Items Collected

[©)) 2 ®3) (4) ) (6)
Within-category Market Share  -0.030** -0.002 2.5531F* 3.148%F* 4.491%F* 5.746%**
(0.01) (0.01) (0.33) (0.34) (0.57) (0.59)
In-app Purchase 0.239%+* 0.162%** 1.187H** 1.404%%* 0.699 0.916
(0.01) (0.01) (0.28) (0.33) (0.50) (0.57)
App Age -0.065*** -0.034%+* -0.430%** -0.127 -1.406%** -0.807%**
(0.01) (0.01) (0.16) (0.15) (0.27) (0.27)
App Age? 0.004%#* 0.002%** 0.048%#* 0.031%* 0.115%%* 0.083%#*
(0.00) (0.00) (0.01) (0.01) (0.02) (0.02)
Ratings 0.114%+* 0.077%** 3.025%** 2.304%** 4.690%** 3.500%**
(0.01) (0.01) (0.24) (0.24) (0.42) (0.42)
Public Developers -0.002 -0.016 8.052%** 8.004%** 14.859*** 14.664%**
(0.01) (0.01) (0.34) (0.34) (0.60) (0.60)
Global App -0.082%#* 0.045%** -3.299%** -1.403%** -5.412%4* -1.852%**
(0.01) (0.01) (0.28) (0.31) (0.50) (0.55)
Content Rating Age: 9+ 0.131%%* 0.009 0.648 -0.701 0.802 -1.601
(0.02) (0.02) (0.56) (0.56) (0.99) (0.99)
Content Rating Age: 12+ 0.160%*+* 0.0947%%* 3.925%4% 3.168%+* 6.769%** 5.663%+*
(0.01) (0.01) (0.32) (0.33) (0.56) (0.57)
Content Rating Age: 17+ 0.116%+* 0.101%** 2.189%** 1.943%** 2.721%%% 2.492%%*
(0.02) (0.02) (0.42) (0.42) (0.73) (0.74)
Constant 0.133%** 0.236%%* 0.099 1.889% 2.489 5.012%%
(0.05) (0.05) (1.15) (1.13) (2.01) (2.00)
Category FE Y Y Y
Observations 6,344 6,344 6,344 6,344 6,344 6,344
R-sq 0.195 0.295 0.193 0.238 0.189 0.230

demand for privacy
00000000000 0000
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Consumers’ Reaction to Privacy Label Release
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Release Dates

2020 2021

Mon

Tue ] 400
Wed

Thu

Fri 200
Sat

Sun [

Dec Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov

» Most apps release their privacy labels in a few weeks
» Privacy label policy only applies to iOS apps and affects iOS users
» Diff-in-Diff: pre vs. post; iOS (treatment) vs. Android (control)
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iOS vs. Android

Download and revenue by platform
%
$ ”\‘\\ /
: —_— // k S . ﬁ\_/

T T T T T T
01feb2020 01apr2020 01jun2020 01aug2020 010ct2020 01dec2020

ios ——--—- Android

(a) weekly downloads

» Android tracks closely with iOS

supply of privacy
000000000

150 200 250 300 350

Weekly Revenue of of All Apps (in million USD)

100

demand for privacy
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0s ——-—- Android

(b) weekly revenue

» Downloads: new users; Revenue: usage of both existing and new users
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Share of iOS downloads: pre vs. post

Top Quartile: # Data Items Collected

©

Share of iOS downloads in all downloads

0 10 20
Time to/after Privacy Label Release (in weeks)

» Share of iOS downloads: sharp drop around privacy label release
» 60-61% pre-event = 57-58% post-event
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Baseline DiD Estimation

» Weekly downloads:

supply of privacy

demand for privacy

000000000 000080000000000
Downloads Revenue
0] ) ®3) (@) (5) (6)
Main version ~ All versions  All versions ~ Main version All versions  All versions

Post 0.240%** 0.238%** 0.203%** 0.255%** 0.284%** 0.207***

(0.04) (0.04) (0.04) (0.03) (0.03) (0.03)
iOS x Post -0.117%* -0.117%* -0.138*** -0.135%** -0.195%** -0.151%*%*

(0.05) (0.05) (0.04) (0.04) (0.04) (0.04)
Linear Trend Y Y Y Y Y Y
Year-week FE Y Y Y Y Y Y
App FE Y Y Y Y Y Y
Platform-Age FE Y Y Y Y Y Y
Sample Full Full Updated apps Full Full Updated apps
Observations 966,216 966,216 871,470 966,216 966,216 871,470
R-sq 0.557 0.558 0.569 0.917 0.917 0.920

~ 11-14% drop
» Weekly revenue: ~ 14-20% drop
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Dynamics

A
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Point Estimate and 95% Confidence Interval
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(a) # Data Types Collected - high (b) # Data Types Collected - low

» Little pre-event effect: close to 0 and insignificant
» A larger decline for more privacy-intrusive apps
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Heterogeneity
Data collection intensity
Downloads (all versions) Revenues (all versions)
(1) (2) ®3) (4) (5) (6)
Post 0.250%** 0.189** 0.200%* 0.227%F%  0.267F*F  (.283***
(0.04) (0.08) (0.08) (0.04) (0.07) (0.07)
iOS x Post -0.063 0.064 0.070 -0.091%* -0.049 -0.029
(0.05) (0.09) (0.09) (0.04) 0.07)  (0.06)
iOS x Post x 1(Data used to track you) -0.103*** -0.109%**
(0.03) (0.04)
i0S x Post x # Data Types Collected -0.078%** -0.042*
(0.02) (0.02)
i0S x Post x # Data Items Collected -0.071%F* -0.043%*
(0.02) (0.02)
Linear Trend Y Y Y Y Y Y
Year-week FE Y Y Y Y Y Y
App FE Y Y Y Y Y Y
Platform-Age FE Y Y Y Y Y Y
Observations 871,470 871,470 871,470 871,470 871,470 871,470
R-sq 0.570 0.569 0.569 0.920 0.920 0.920

» Apps that collect more data experience a larger decline in downloads and revenues
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Heterogeneity

Data Collection Purpose

Downloads (all versions)

m 2 (3) (4) (5) (6)
Post. 0.281%F% - 0.231%%%  (.180%F*  0.215%FF  0.213%%F  (.143%*
(0.05) (0.04) (0.06) (0.05) (0.04) (0.06)
iOS x Post -0.096%*  -0.107** -0.015 -0.110%F  -0.131%%*  -0.091
(0.05) (0.05) (0.07) (0.05) (0.05)  (0.08)
i0S x Post x Third-party Ad -0.049%*
(0.02)
i0S x Post x Developer Ad or Mkt -0.044*
(0.02)
i0S x Post x Analytics -0.085%#*
(0.03)
i0S x Post x Product Personalization -0.040*%
(0.02)
i0S x Post x Other Purposes -0.033
(0.03)
i0S x Post x App Functionality -0.039
(0.03)
Linear Trend Y Y Y Y Y
Year-week FE Y Y Y Y Y
App FE Y Y Y Y Y
Platform-Age FE Y Y Y Y Y
Observations 871,470 871,470 871,470 871,470 871,470
R-sq 0.571 0.570 0.569 0.569 0.570

» A larger drop in downloads for apps that collect data for more intrusive purposes

18 / 24



Introduction supply of privacy demand for privacy

[e]e]e} 000000000 0000000000000
Heterogeneity
Substitutability
Downloads (all versions) Revenues (all versions)
(1) (2) (3) (4) (5) (6)
Post. 0.078* 0.200%*%%  0.166%**  0.193%%*  (0.191%%*  (.248%**
0.04)  (0.04) (0.06) (0.04) (0.03) (0.06)
i0S x Post -0.046  -0.143%%F  _0.225%FF  _0.160%*F  -0.153%F*  -0.195%**
(0.04) (0.05) (0.06) (0.04) (0.04) (0.07)
i0S x Post x Platform-wide ranking decile -0.016%* -0.001
(0.01) (0.01)
iOS x Post x 1(Market share above 90*" pct.) 0.059* 0.013
(0.03) (0.06)
i0S x Post x Age 0.015%* 0.008
(0.01) (0.01)
Linear Trend Y Y Y Y Y Y
Year-week FE Y Y Y Y Y Y
App FE % % Y Y Y %
Platform-Age FE Y Y Y Y Y Y
Observations 871,470 871,470 871,470 871,470 871,470 871,470
R-sq 0.571 0.569 0.569 0.920 0.920 0.920

» A smaller drop when the app is less substitutable
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Robustness
Baseline e |
ALTERNATIVE SAMPLE: :
Exclude Christmas Holiday - —s :
Exclude Late Updaters - s i
Include 2019 [ —— :
Ranking: Top 5K - |+I
Ranking: 5k-10k — | :
Public Firm Apps in Top 10k —_—— :
All Public Firm Apps o + ] :
------ ALTERNATIVE SPECIFICATION: :
Unified Event Date: Dec 14 - e :
Compare within App-Date -| e :
Different Category Effects for iOS/Android | | | :
Cluster by Developer - —— :
0

- -. -1
Point Estimate and 95% Confidence Interval

demand for privacy
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Cross-country comparison - Global Apps
Global Apps available in all 10 countries

0
) l ® # of Data Types Collected - High 4 # of Data Types Collected - Low

Point Estimate and 95% Confidence Interval

us CA GB AU DE FR IT JP KR RU

» Comparison within a common set of global apps (1,284 apps)
» Consumers in the US, UK, and France are more averse to data collection
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Stock Market Reactions
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Stock Market Reaction

# Data Types Collected - High # Data Types Collected - Low

Cumulative Abnormal Retums.

Cumulative Abnormal Retums.

o1
012
013
014
015

0 20 31 4 s e 70 B % 10 10 120 130 0 20 W 4 s e 70 8 % 10 10 120 130

Time tofafter Privacy Labs! Relsase (i trading days) Time tofafter Privacy Labsl Relsase (i trading days)
Bonchmark === CAPM = FF3 s FFCY e FF5 Benchmark === CAPM = FF3  mmm FFCA e FF5

» More negative stock market reaction when the firm collects more data: -10% vs. -3%
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Stock Market Reaction

Sample split - # Data Types Collected
Firms Group Obs CAPM  FF3 FFC4 FF5
-14.53  -10.95  -9.72 -9.88

AH 200 (558) (767) (647) (7.31)

770 402 341 -341
. bR a0 (832 (282) (299)
All H-L -6.83  -6.93  -6.31 -6.47

(-3.11)  (-3.70) (-3.27) (-3.62)

21550 -11.53  -10.29  -10.31
(-4.76)  (-4.13) (-3.45)  (-4.06)
661  -3.07 -1.14  -2.39
(-2.89) (-1.47) (-0.57) (-1.20)
888 846  -9.15  -7.92
(-2.23)  (-243) (-2.55) (-2.45)

Retail & Service H 82

Retail & Service L 82

Retail & Service H-L

» More adverse stock market reactions when rely more on customer data
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Conclusion

» First comprehensive analysis of the supply and demand for data privacy
» Setting: Apple’s privacy labels + weekly app downloads/revenue

» Lack of consumer awareness of firms’ data collection practices

» One explanation for privacy paradox
» A key barrier to privacy protection

» Policy implications
» Transparency and disclosure quality in firms’ data collection policy is the key
» Collaboration between regulators and platforms (i0OS and Android)
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