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Ripple & Stellar

Respectively 4th and 17th largest blockchain companies by 
market capitalisation

Relatively few academic research

Criticisms to their level of decentralisation (permissioned)

Are there inherent limitations to decentralisation in this form of consensus?



PART I

P2P Trust Networks
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Nodes select which other nodes to trust (Sybil-proofness) 

… and a quota/threshold to settle their own opinion:

when a quota of trusted nodes agree (on whether to record a 
transaction or not) the node settles its value on that agreement

CONSENSUS = all honest nodes agree stably



Byzantine Trust Networks (BTNs)

T = hN,H,Li, qii
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An opinion profile is forked if there are two honest nodes validating 
opposite values (i.e., stable opinions on opposite values)

A BTN is safe iff there exist no forked profiles for it

NOTE:  safety is protocol-independent

QUESTION:  what are necessary structural conditions for safety?
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Safety & Decentralization in uniform BTNs

Theorem In uniform BTNs with quotas in [0.75, 0.8], safety implies the exis-
tence of nodes that are trusted by all honest nodes.
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Safety & Decentralization in uniform BTNs

Safety implies any two trust sets should overlap for at least (1-q)/q of 
their combined size

If all pairs of trust sets overlap for at least 0.25 of their combined size, 
then the intersection of all trust sets is non-empty (i.e., there are 
nodes trusted by all nodes)

This is the case for quotas in [0.75,0.8]

Fully decentralised 
consensus is impossible

Ripple

Theorem In uniform BTNs with quotas in [0.75, 0.8], safety implies the exis-
tence of nodes that are trusted by all honest nodes.
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A necessary condition for safety is that any two ‘self-sufficient’ 
sets of nodes (called quora) intersect:

Theorem Quorum-Intersection is coNP-complete.
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Maintaining the good-
behaviour of the BTN is 

intractable

Theorem Quorum-Intersection is coNP-complete.
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Influence in uniform safe BTNs

Theorem 1: safety implies existence of all-trusted nodes

What does this mean concretely in terms of the influence that 
nodes have on consensus?

In PoW/PoS it is relatively easy to understand a node’s 
influence/power on consensus

It is trickier for consensus based on trust networks
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Theorem The influence matrix of a safe uniform BTN is regular.
It is fully regular if there exists at most one Byzantine node.
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