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A swap problem is a tuple (A, O, by, by, (u;)ico) Where:
m A={1,...,m} is the set of assets;
m O ={1,...,n} is the set of owners or agents, with m > n;

m by, b, : A — O (both surjective) the original and the
desired ownership map, respectively;
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m u; is the payoff function for owner i € O over bundles of
assets in 2 such that u; (b, ' (i)) < u;(b; (i) and for any
S,T € 224 with § C T we have u;(T) > u;(S), foreach i € O.
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Decentralized Swap Protocols

Let o = { (A%, O%, X¥) : |A¥| > |OF|}4,
ke{l,...,t},+ € N:t < mbe asequence of exchanges where,
m A¥ C A asset involved in the exchange at step k;
m O* C O owners involved in the exchange at step k;
m X* : AF — OF (surjective) specifies the owner X*(a) € O* of
any asset a € AX at step k;

A sequence o defines a decentralized exchange protocol that
engenders a sequence of maps b7,b9,...,b7 : A — O such that
forallk € {1,2,...,t}:

m b (z) =bY_,(z), Vz € A\ AK;
m b7 (z) = XX(2), Vz € A%,
where we set bj = by.
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Decentralized Swap Protocols - example
A={a,b,c,d,e}y,0=1{1,2,3}, by = (1,1,2,3,3) and
b =(2,3,1,2,1).

o= ({a,c}, {1,2},{X'(a) = 2,X'(c) = 1}),
({b, e}, {1,3}, {X*(b) = 3,X*(e) = 1}),

({d}, {2}, {x°(d) = 2}).
bi=(2,1,1,3,3), by = (2,3,1,3,1), b3 = (2,3,1,2, 1) = b.

2
0.0
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A decentralized swap protocol is a decentralized exchange
protocol where {A¥ :k=1,....t,t e N:t<m}isa
partition of A.

o is efficient if the engendered sequence is such that b7 = b,.

o is atomic if efficient or by = by.

How to reach all-or-nothing atomicity?

Assets involved in the swap should be locked. Once locked, the
transfer commitment allows every participant to redeem the new
swapped asset(s).
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Decentralized Blockchain Swap Protocols

(i) any commitment should be conditioned on the correct asset
locking;

(i1) consequently to failures in the assets locking, the initial
situation must be restored;

(ii1) once an asset transfer is committed all the other transfers
have to be committed, too.

m A decentralized blockchain swap protocol is defined by
the pair (op, o7) where
- Op = {(Aj, O’l)}je{l"”’t},}, tp € N:tp < m, Al - .A, o CcO
is a sequence such that
Vie{l,...,tp}, O ={0€O:0€b.(A)VoebyA)};
- o7 = {(A*, 0", X*) }xequ,... 1y} is @ swap protocol engendering
the sequence of maps b{",..., by : A — O.
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Preliminary Results - pt.1

(O'P, UT) 18 atomic if b?: = by or bZT = b,.

Definition (commitment requirement)

Given (op,o7) ifinop, Jj € {1,...,1p}: o'n bo(Aj) # () then,
in oy, bZT = by Vk € {1, 500 ,Z‘T}.

Whenever there exists an asset transfer that is not correctly published,
then no asset transfer is committed.

The commitment requirement is a necessary condition (not
sufficient) for a blockchain swap protocol to be atomic.
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Preliminary Results - pt.2

Proposition

Given a commitment protocol then, replacing O* by DA (AK) in
o7, i.e., considering a new sequence o% = (A!, 0,

L (AL O (AR BT (AY)), (AR OMEY) L (AT, o),
implies that:

@ (671705 € (b7) " (0%) and,

(i) (b77) (b7, (A%)) 2 (b7) (BT, (AK)).
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Preliminary Results - pt.3

Definition

A decision functionasamap F : {1,...,t} - O UT that
specifies which owner F (k) has the power to decide at step k
whether to transfer A* to O%.

Definition

A decision function F7y is effective on o7 if and only if
Fr(k) = O*forany k € {1,...,t7},tr € N:ty < m.
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Swap protocols with sequential publishing and commitment
(Nolan).

Swap protocols with concurrent publishing and snap
commitment.
Extensive games: sequential phases .

Strategic games: concurrent phase.

Strategies:
m Follow: each player follow the protocol in every step.

m Deviate: the player decide to behave irrationally or
maliciously and decide not to publish or not to trigger a
transaction.
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Proposition

Let I'? be the extensive form game associated with a swap
problem, let (op, or) be a blockchain swap protocol and let
Fr:{1,...,tr} = O UT be a decision function.

If F is effective on o7, then the strategy profile (51, . ..,5,) that
specifies action 1 (follow the protocol) at any node is the unique
subgame perfect equilibrium (in dominant strategies).

Proof: By the first claim of Proposition 1, the deviating player ends up
with a set of assets that is contained in the one that the player would
obtain if she/he specifies action 1. Then, proved for the monotonicity of
the utility function.
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Blockchain Sequential Protocol

Tier Nolan’s first protocol for UTXO-based blockchains (not

atomic). Alice aims swapping x bitcoins for y litecoins owned by
Bob.

“A\/c’r,ea’:z)s ? /-\.; {reveals }/i\ i/s\%,xreveji)é
DOoODD DD
n —~

) e
N
h, Bsob SN

Agiice < Apop

op = {(va)7 (yaA)}v FP(J) = {AvB}a Jj= {172}§

or ={(»,A), (x,B)} Fr(k) ={A, B}, k={1,2}.
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(81, ..., 8,) specifying action 1 (follow the protocol) at any node is
the unique subgame perfect equilibrium (in dominant strategies).
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Blockchain Concurrent-Snap Protocol

Alice aims swapping x bitcoins for y litecoins owned by Bob.
Atomic protocol for the role of Trent (central authority).

,(;erifies \B

- o~ Rl |
m(D) T< (o3 R0.7F) /ﬁ\'%
2

T(ms(D); RD, RF)|

op ={({x,y},{A,B})}, Fr(j)={A,B}, j={l}

or = {({x,y},{A, B}, {X'(x) = B,x'(y) = A})}
Fr(k) =T,k = {1}.
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Let I' be the strategic form game associated with a swap problem,
let (op, o) be a blockchain swap protocol characterized by a
concurrent publishing and a snap commitment where the decision
function Fr is such that Fr(k) =T € T Yk € {1,...,tr}. Then,
the strategy profile (51, ..., $,) that specifies action 1 (follow the
protocol) for every player i is a Nash equilibrium.

action 0 _ Favourite payoff for B

= Favourite payoff for A

[(C225)) [CCIR6D)] Indifferent payoff for B
—— Indifferent payoff for A
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Thank you for the attention
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