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Abstract
Advanced technologies for making chemical, biological, and nuclear weapons can be purchased from hun-
dreds of companies around the world. But negotiating treaties to regulate this trade would take yearsÑand
even then, many governments lack the will or resources to enforce them. Security experts often suggest that
the United States could avoid these difficulties by encouraging industry to govern itself. Recent experience in
the artificial DNA industry shows that this approach can yield large dividends. At the same time, officials need
practical guidance about when private standards are possible and what government can do to promote them.
The authors argue that private security standards work particularly well for industries in which manufac-
turers face massive fixed-cost investments, sell to large buyers, and face risk from intelligent adversaries. This
profile fits most high-technology industries that security experts care about. The authors also discuss stra-
tegies that governments can use to promote, influence, and learn from private initiatives to regulate dangerous
technologies.
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F
ifty years ago, governments and
defense contractors controlled
most of the essential technologies

for making weapons of mass destruc-
tion. The rise of civilian markets that
specialize in selling advanced technolo-
gies for extracting nuclear fuels, synthe-
sizing complex chemical compounds,
and creating genetically engineered life
forms has radically changed that situ-
ation. Take, for example, the new discip-
line of synthetic biology. Today, at least

60 companies worldwide can make arti-
ficial, gene-length DNA in whatever
sequence their customers request. This
is wonderful news for researchers, who
have used the technology to create spec-
tacular new organisms that secrete jet
fuel or can be programmed to seek and
destroy cancer cells. But what is to stop
researchers from using the same tech-
nologies to make artificial smallpox?
Given that university scientists have
already used artificial DNA to resurrect
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the polio and 1918 influenza viruses, gov-
ernments are understandably worried
that terrorists could soon replicate the
most dangerous organisms known to
humans.

The traditional Cold War solution to
this kind of dual-use problem is govern-
ment actionÑmainly formal regulations
and treaties. But in truth, these methods
have never been a complete solution.
For one thing, negotiated treaties are
always imperfect. More than 40 years
ago, Western governments signed the
Biological and Toxin Weapons Con-
vention, knowing that its enforcement
provisions were negligible. The result
was massive cheating by the Soviet
Union, South Africa, and IraqÑand a
badly discredited treaty. Today, most
scholars and diplomats argue that new
confidence-building measures can repair
the damage. But doing so will take years.
Until then, industry self-governance may
be the only game in town for controlling
biotechnologies.

The world should be thankful that ter-
rorists cannot make advanced biological
or chemical weapons from scratch, as
the Soviet Union once did. But the
world is changing. Non-state actors
can acquire sophisticated chemical and
biological materials over the Internet.
Moreover, the number of companies
selling advanced biology and chemical
technologies is exploding. Even in
Western countries, no regulator can
begin to keep track of, let alone control,
the flood of transactions in dual-use
materials and technologies. Worse still,
the new technologies have migrated
beyond the reach of US and European
governments. For example, gene-length
synthetic DNA is already manufactured
in China, Taiwan, South Korea, and
India.1 Supposing that a multilateral

treaty controlling the sale of DNA is
even possible, negotiating with that
many countries would take years. And
even then, many governments may not
be willing or even able to regulate
effectively.

The good news is that Washington
understands that it needs new strate-
gies to deal with the dual-use problem.
But how, exactly, can it persuade
industry to address security? When
pressed, academics and policy makers
often talk about organizing meetings to
ÒengageÓ industry ÒstakeholdersÓ in
creating agreed security standards.
But market standards donÕt work that
way. Bill Gates never asked whether
Windows should be the worldÕs domin-
ant software standard. The market
decidedÑand those who disagreed
with it got the short end of the eco-
nomic stick.

Washington has always known that
market incentives can undermine trea-
ties and regulations. But over the past
two decades, an opposing trend has
also emerged: the creation of private
standards that donÕt fight the market,
but enlist it. In this new world, busi-
nesses practice social responsibility not
because they believe in itÑalthough
most executives doÑbut because
opposing such measures puts their
market share at risk. Private standards
donÕt have the power of government
behind themÑthey canÕt send offenders
to prisonÑbut they can threaten some-
thing that businesses fear almost as
much: bankruptcy. And these new
private standards can usually be imple-
mented faster than government regula-
tions. Better still, they ignore national
borders. In a global market, it doesnÕt
really matter whether a company is
based in Germany, the United States,
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or China. The same bottom line exists
everywhere.

The rise of industry standards

Before the 1990s, industry self-govern-
ance was often a joke; companies pro-
mised standards and then promised to
police themselves. In many cases, the
ensuing ÒcomplianceÓ was little more
than a publicity stunt. But modern stand-
ards are different. In the 1990s, large
retailers like Nike and the Gap woke up
to the fact that buying inventory from
sweatshops and polluters would alienate
the publicÑand, more important, put
their market share at risk. The key to
the new standards they developed in
response was that retailers did not
even pretend to police themselves; all
they had to do was police others. One
by one, the big retailers announced
detailed social responsibility standards
for their suppliers and cut off any com-
pany that defied them. Today, hundreds
of such standards exist, and many retai-
lers run massive enforcement programs
that put government audits to shame.

At first, the new standards were lim-
ited to individual retailer supply chains.
Soon, however, some companies began
thinking about industry-wide solutions.
This approach had obvious advantages
in industries like deep-water drilling
and genetically modified food, where a
scandal involving one firm would likely
harm the entire industry. Besides, main-
taining multiple equivalent standards
was costly. Probably the earliest exam-
ple of a private, industry-wide standard
came in 1990, when tuna canners
StarKist, Chicken of the Sea, and
Bumble Bee demanded that their sup-
pliers adopt dolphin-safe technologies.
Since then, worldwide dolphin mortality

has dropped 95 percent.2 More recent
successes include supermarketsÕ indus-
try-wide food standards. These include
detailed requirements controlling how
food is processed from the farm to
supermarket. The requirements are
backed by rigorous audits and surprise
inspections.3 Big coffee makers Kraft,
Sara Lee, Tchibo, and Nestl� have like-
wise established an industry-wide col-
laboration that sets basic labor
standards for growers. Particularly in
Europe, governments have begun to
take notice. German diplomats have
been especially active in encouraging
private standards for coffee and, more
to the point for present purposes, artifi-
cial DNA.

Private biosecurity standards

By the mid-2000s, large pharmaceutical
firms were quietly asking what artificial
DNA manufacturers had done to keep
terrorists from placing orders. In April
2008, GermanyÕs leading artificial DNA
trade group, International Association
Synthetic Biology (IASB), convened a
workshop to address the issue. The
meeting ended with a public promise
that members would, among other
things, develop an industry-wide secur-
ity standard. Within a few months, the
association had prepared a draft code
of conduct, which circulated widely
among industry executives, government
officials, and biological weapons diplo-
mats. The document required human
experts to compare incoming cus-
tomer orders against known DNA
sequencesÑa comparatively expensive
procedure. In July 2009, IASB
announced that it would finalize its
code that November.4 Two of the indus-
tryÕs largest companiesÑDNA2.0 and
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GeneArtÑpromptly announced what
they called a fast and cheap alternative
that replaced people with automation.
The drawback, of course, was that com-
puters must be told what to look forÑ
and all existing threat lists are massively
incomplete. That fact made the cheap
solution far less capable of identifying
DNA orders that could be used to make
weapons. The argument became so
heated that Nature magazine reported a
Òstandards warÓ among DNA manufac-
turers (Hayden, 2009).

Like most Silicon Valley disputes, the
biotech standards war ended quickly. By
October 2009, the dissenters had quietly
withdrawn their proposal and were
negotiating a new consortium with
three competitors. A month later, IASB
finalized its code; shortly afterward, the
consortium announced its own, compar-
ably stringent ÒHarmonized Protocol.Ó5

Since consortium members claim to pos-
sess more than 80 percent of the indus-
tryÕs installed capacity for producing
synthetic DNA, human screening had
now been endorsed by essentially the
entire industry.6 The fact that two
Shanghai firms signed the associationÕs
code was particularly significant.
Industry rumor had claimed for years
that Chinese companies did little or
nothing to screen orders. Endorsing the
code helped put these stories to rest so
Western customers could go on buying
Chinese-made DNA with a clear consci-
ence. Morality aside, the move was good
for business.

There was, however, one last twist
to the story: On November 27, the US
Health and Human Services Department
(2009) announced its own draft guide-
lines for regulating artificial DNA sales.
Strangely, the new documentÑwhich
asked DNA makers to compare

customer orders against a list of known,
select-agent organismsÑendorsed the
same kind of fast and cheap methods
that industry had just rejected as insuffi-
cient. While the document was later
modified to make it clear that the gov-
ernment encouraged companies to
adopt additional precautions against
non-select agents (Health and Human
Services Department, 2010), many indus-
try executives seem to have taken the
guidelines as a hint that private stand-
ards had lost their urgency. While both
the consortium and IASB standards
remain in place, there has been rela-
tively little talk of new or extended self-
regulation since.

Building a theory

Synthetic DNA provides a particularly
appealing case study of how private
standards can protect the public while
reducing industryÕs own exposure to
lawsuits and punitive regulation. That
said, no single example can possibly
tell government everything it needs to
know. Among other things, officials
need detailed guidance on when to pro-
mote new self-governance initiatives,
how to engage existing ones, and how
to coordinate private and public rule-
making so that each reinforces the
other. We, the authors, have attempted
to fill these gaps by performing a
detailed economic analysis that identi-
fies the specific conditions under
which private standardsÑa potentially
powerful tool for regulating many
WMD technologiesÑare likely to be
effective (Engelhardt and Maurer, 2012).7

So why do companies want standards
in the first place? Industry executives
frequently point out that lawsuits could
ruin them if, for instance, terrorists used
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their products to kill civilians. This sug-
gests that taking reasonable precautions
makes good business sense. At the same
time, many companies are small and
canÕt pay large damage claims in any
case. This suggests that owners may
sometimes decide that it is cheaper to
risk bankruptcy than adopt expensive
precautions. Furthermore, many DNA
manufacturers operate in places with
weak legal regimes and may never be
sued at all.

Fortunately, DNA manufacturers are
not the only players interested in secur-
ity. Customers also have a stake in pre-
venting misuse. After all, big drug
companies are counting on artificial
DNA to help them discover new drugs
that could earn (conservatively) $1 bil-
lion each. That wonÕt happen if a terror-
ist bio-attackÑor even a near missÑ
frightens regulators into making artifi-
cial DNA illegal or prohibitively expen-
sive. Paradoxically, many customers
have a bigger stake in protecting artifi-
cial DNA than the makers themselves.

Better yet, these large corporate cus-
tomers have power. This is because
DNA makers face a dilemma. On the
one hand, they face large fixed costs for
research and development, equipment,
and training. On the other, competition
forces them to keep unit prices low. The
bottom line is that DNA makers need
high sales volumes to earn a profit.
Inevitably, big customers know about
this weakness and exploit it. This is typ-
ically done by naming Òpreferred sup-
pliersÓ who promise to provide
exceptional prices and service in
exchange for a large book of business.
Needless to say, this reward comes
with an implied threat: The big customer
can just as easily revoke the status if the
preferred supplier fails to perform. For

the customer, shifting business to other
vendors is a nuisance and may lead to
slightly higher DNA prices. For the ter-
minated supplier, however, the shift is a
disaster. Lacking sales volume, the sup-
plierÕs unit costs skyrocket. This cuts
into profits and can force the company
to raise prices so much that it loses still
more sales. In some cases, the supplier
can even become unprofitable and leave
the industry entirely. In short, large syn-
thetic-DNA customers possess enor-
mous leverage for demanding price,
quality, and any other terms they want.
When they demand that suppliers prac-
tice self-governance, they are likely to
get it.

There is also a corollary: Certain
types of risk amplify customer leverage
still further. Most people think of risk in
terms of civilian industries, where the
chance of accident increases with each
additional unit produced. In economic
terms, this kind of risk is a variable
cost. National security risk, on the
other hand, is different. Here, the
number of sales to innocent buyers is
completely irrelevant; the only thing
that matters is how many terrorists are
trying to turn DNA into weapons. More
precisely, companies face the same ter-
rorism risk no matter how many units
they produce. Instead of being variable,
terrorism risk adds to suppliersÕ fixed
costs. Remarkably, then, self-govern-
ance turns out to be more stable for
industries facing terrorism risk than,
say, food safety or pollution issues.

The presence of dual-use risk also
increases large customersÕ desire for
self-regulation. Twenty years ago, com-
panies like Nike usually focused on
avoiding scandals in their own supply
chain. What happened to other compa-
nies was secondary. By comparison, the
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political and regulatory fallout from a
terrorist scandal would cripple or elim-
inate artificial DNA technology across
the economy. This means that it is no
longer enough for large DNA purchasers
to focus on their own supply chains; they
also have to worry about every DNA
manufacturer everywhere. Furthermore,
large DNA purchasers almost always
prefer more regulation than their smal-
ler competitors.8 Assuming that self-reg-
ulation is possible at all, we expect them
to press hard for strong, industry-wide
standards.

Practical advice

It is not too soon to start thinking about
how officials can put these economic
insights to work. Our brief economic
analysis offers important guidance:
Private standards work best in indus-
tries that have high fixed costs, serve
large customers, and face significant
adversary risk. Industries in which cus-
tomers already use preferred-supplier
tactics to extract price and quality con-
cessions are particularly good candi-
dates for self-regulation. All of these
factors were present in the synthetic
DNA example above and are common
in industries that produce high-tech
products for the chemical and pharma-
ceutical industries.9 This suggests that
self-governance is a viable strategy for
many WMD technologies.

Once policy makers decide that pri-
vate standards are possible, they may
have to encourageÑor, in political par-
lance, jawboneÑcompanies to act.
These initial efforts should focus on
the large downstream customers that
possess leverage. Later, officials can
turn their attention to the manufacturers
themselves. Here, the goal should be less

to foster agreement, which the down-
stream buyers will demand in any case,
than to encourage as many competing
proposals as possible. The resulting
Òstandards warÓ will almost always
reveal important information. For exam-
ple, some synthetic DNA companies
warned the National Institutes of
Health that stringent regulation would
force them to shut down their US oper-
ations and send jobs overseas.10

Conventional regulatory hearings could
do little to disprove these assertions. By
comparison, the fact that small, high-
cost companies had already endorsed
human screening immediately demon-
strated that the big US firms could also
afford it.

Policy makers may also want to influ-
ence the private standards debate. The
most straightforward way to do this is
by sharing data about known threats so
industry can make intelligent cost”
benefit judgments. Beyond this, officials
may sometimes decide to steer industry
standards in one direction or another.
This can usually be done by endorsing
particular proposals. Other, less honest
methods (for example, deliberately
withholding information) will deplete
the governmentÕs long-run credibility
and should be avoided. The most diffi-
cult conflicts to resolve will usually
come when private and public bodies
develop standards in parallel. Such
parallelism is desirable; it creates com-
petition between standards and encour-
ages information exchanges between the
public and private sectors. Nevertheless,
it also creates tension. On the one hand,
strong private standards can reduce the
political pressure for government regu-
lation. On the other, public regulation
can make private standards unneces-
sary. One partial solution to the problem
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is for government regulations to trail
private standards by six months or so.
This practice allows officials to learn
from, embrace, or overrule whatever
private standards emerge.

Finally, officials should remember
that private security standards can raise
important antitrust issues. The reason is
that strong industry-wide security stand-
ards almost always change an industryÕs
risk and cost structure. Our analysis
(Engelhardt and Maurer, 2012) shows
that reducing industry-wide risk reduces
fixed costs. This often helps weak firms
to survive. Conversely, large and estab-
lished firms could decide to oppose new
standards because increased risk might
injure new competitors. Security offi-
cials should work closely with antitrust
advisers to prevent such tactics.

A promising tool

At a minimum, diplomats should see
private self-governance as a promising
new strategy for achieving national
goals. Although private standards are
unlikely to replace traditional regula-
tions and treaties, they can often
extend them and are almost always
worth considering. The fact that many
large companies are based in the
United States and Europe provides an
added advantage.

But industry self-governance is more
than a tactic. It can also make regulation
more cost-effective. Governments seek-
ing to regulate business activity often
know very little about which standards
are likely to be feasible or cost-effective.
Customers in the private sector often
overcome such problems by sharing
and even delegating power to their
more knowledgeable suppliers. This
strategy is especially sensible for

complex technologies that no outsider
can fully understand. For example, gov-
ernment officials often speculated that
strong security standards for artificial
DNA would be prohibitively costly.
This may explain why their own draft
guidelines were fairly lenient. While
this thesis seemed reasonable at the
time, officials should have realized
their error as soon as industry voluntar-
ily agreed to a higher standard. At that
point, it would have been sensible for the
government to lock in the industry
result by revising its own draft guide-
lines upward.

Finally, US policy should promote
industry self-governance for much the
same reason that it encourages democ-
racy in the developing world. Self-
governance displaces chaos and, one
can hope, empowers reasonable people.
Furthermore, policy makersÕ experience
with synthetic DNA and other industry
initiatives to date has mostly been posi-
tive. This should encourage us to try fur-
ther experiments.

Moving forward

European diplomats have compiled a
strong track record of engaging private
standards in forestry, coffee, and syn-
thetic DNA. For whatever reason, the
United States has been more tentative,
staying neutral in the synthetic DNA
case and seemingly missing an oppor-
tunity to reinforce stringent controls
on a potentially dangerous technology.
Here, the cure seems straightforward:
Officials who ignore the potential bene-
fits of industrial self-governance should
feel pressure to explain themselves. One
way to increase this pressure is to create
a political culture that stresses the
importance of engagement. Statements

Maurer and von Engelhardt 59



by high-level diplomats and respected
bodies like the National Academy of
Sciences would go a long way toward
making this point.

If the power of private standards is to
be fully realized, government officials
will also need to adopt new attitudes.
First and most obviously, they will
have to decide when private standards
are worth pursuing, either alone or as
adjuncts to regulations and treaties.
And when they do decide to pursue
standards, government officials will
need to show patience: While govern-
ment can influence, industry will
almost always have the final word.
Even so, regulators will be amply
repaid if business leaders use their
power to bring new and better ideas to
the table.

Industry self-governance is a reality.
The only question is when the United
States will start developing it as a diplo-
matic lever. Success will require new
and explicitly economic habits of think-
ing: Policy makers will have to model
their strategies on Bill Gates at least as
much as on Henry Kissinger. For a dip-
lomatic community that regularly talks
about exercising Òsmart power,Ó that
hardly sounds like too much to ask.
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Notes

1. Markus Fischer, an International Association
Synthetic Biology official, described the geo-
graphic distribution of gene-length synthetic
DNA manufacturers in a personal exchange
with the authors (March 21, 2013).

2. See Conroy (2007: 46); the International
Marine Mammal ProjectÕs ÒInternational
Ôdolphin safeÕ standards for tuna,Ó avail-
able at: www.earthisland.org/immp/Dol_
Safe_Standard.html; and the European Ceta-
cean Bycatch CampaignÕs ÒTuna boycott
which led to the Ôdolphin safeÕ tuna label,Ó
available at: www.eurocbc.org/page322.
html.

3. See, for example, Fuchs and Kalfagianni
(2010: 9) (ÒRetail food corporationsÓ have
Òthe power to governÓ) and Campbell and
Le Heron (2007: 142) (Australian farmers
see private European food standards as a
Òlarge hurdleÓ for exports).

4. For a detailed history of private gene stand-
ards, see Maurer (2012) and Maurer and
Fischer (2010).

5. The International Association Synthetic
BiologyÕs (IASB) Code of Conduct for Best
Practices in Gene Synthesis is available at:
www.ia-sb.eu/go/synthetic-biology/activ-
ities/press-area/press-information/code-
of-conduct-for-best-practices-in-gene-
synthesis/?keywords¼code%20of%
20conduct&tag¼&searchSectionID¼. The
current, revised version of the International
Gene Synthesis ConsortiumÕs Harmonized
Screening Protocol is available at: www. gen-
esynthesisconsortium.org/wp-content/
uploads/2012/02/IGSC-Harmonized-Screening-
Protocol1.pdf. Copies of the original
document are available from the authors.

6. Because many gene synthesis firms are pri-
vately held, relatively little market-share
information has been made public.
However, the International Gene Synthesis
Consortium has repeatedly said that its
members possess about 80 percent of the
industryÕs installed capacity. See, for exam-
ple, ÒIDT presents at Presidential
Commission for the Study of Bioethical
Issues: Representing the International
Gene Synthesis Consortium and its ongoing
work to prevent the misuse of synthetic
genes,Ó available at: www.idtdna. com/
pages/docs/press-releases/2010-igsc.
Significantly, this number does not include
gene synthesis companies that endorsed the
IASB code or practiced human screening
under their own independent standards.
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For this reason, readers should think of 80
percent as a lower bound; the actual adop-
tion rate as of 2009 was almost certainly
much higher.

7. Theoretical microeconomists use mathem-
atical models to identify and understand
the mechanisms that drive markets. Their
basic strategy is to construct and solve equa-
tions in which simple, realistic assumptions
(e.g., profit-maximizing firms, high fixed
costs) lead to outcomes that are generically
found in real industries. Readers should not
confuse this exercise with the semi-empiri-
cal computer simulations that are used to
predict, say, quarter-to-quarter fluctuations
for the US economy. Instead, the goal is to
construct mathematically rigorous theories
that can be used to (a) disprove plausible but
wrong arguments about how markets
behave, (b) confirm and clarify correct intu-
itions, and (c) discover possible outcomes
that the authors would not otherwise have
thought of. This last virtue is particularly
valuable for policy makers trying to imagine
novel, Òoutside-the-boxÓ strategies that have
never been tried before. Our model posits an
upstream high-tech industry that makes
research tools that downstream companies
use to invent new products. We analyze the
case in which some large customers demand
that upstream firms adopt strong, industry-
wide security standards as a two-stage
Ògame.Ó We solve this game to find that
strong standards are stable under various
conditions, i.e., that any upstream firm that
defects from the high standard and special-
izes in making sales to customers that accept
the lower standard will earn less profit.
Full mathematical details can be found
in section three of our study, available at:
papers.ssrn.com/sol3/papers.
cfm?abstract_id¼2189919.

8. Customers who buy large quantities of DNA
almost always do so because they are work-
ing on unusually lucrative uses like pharma-
ceuticals. This implies that they also have
the most to lose if the technology is
compromised.

9. For a fuller discussion of the economics of
gene synthesis and screening, see Maurer
et al. (2009).

10. One of the authors attended several
meetings between 2006 and 2010 at
which gene-synthesis executives made
this claim to NIH and other government
officials.
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